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compliance with the security require-
ments in this part for the MARSEC 
Level in effect for the port. 

(b) When notified of an increase in 
the MARSEC Level, the facility owner 
and operator must ensure: 

(1) Vessels moored to the facility and 
vessels scheduled to arrive at the facil-
ity within 96 hours of the MARSEC 
Level change are notified of the new 
MARSEC Level and the Declaration of 
Security is revised as necessary; 

(2) The facility complies with the re-
quired additional security measures 
within 12 hours; and 

(3) The facility reports compliance or 
noncompliance to the COTP. 

(c) For MARSEC Levels 2 and 3, the 
Facility Security Officer must inform 
all facility personnel about identified 
threats, and emphasize reporting pro-
cedures and stress the need for in-
creased vigilance. 

(d) An owner or operator whose facil-
ity is not in compliance with the re-
quirements of this section, must in-
form the COTP and obtain approval 
prior to interfacing with a vessel or 
continuing operations. 

(e) At MARSEC Level 3, in addition 
to the requirements in this part, a fa-
cility owner or operator may be re-
quired to implement additional meas-
ures, pursuant to 33 CFR part 6, 160, or 
165, as appropriate, which may include 
but are not limited to: 

(1) Use of waterborne security patrol; 
(2) Use of armed security personnel 

to control access to the facility and to 
deter, to the maximum extent prac-
tical, a transportation security inci-
dent; and 

(3) Examination of piers, wharves, 
and similar structures at the facility 
for the presence of dangerous sub-
stances or devices underwater or other 
threats. 

§ 105.235 Communications. 
(a) The Facility Security Officer 

must have a means to effectively no-
tify facility personnel of changes in se-
curity conditions at the facility. 

(b) Communication systems and pro-
cedures must allow effective and con-
tinuous communications between the 
facility security personnel, vessels 
interfacing with the facility, the cog-
nizant COTP, and national and local 

authorities with security responsibil-
ities. 

(c) At each active facility access 
point, provide a means of contacting 
police, security control, or an emer-
gency operations center, by telephones, 
cellular phones, and/or portable radios, 
or other equivalent means. 

(d) Facility communications systems 
must have a backup means for both in-
ternal and external communications. 

§ 105.240 Procedures for interfacing 
with vessels. 

The facility owner or operator must 
ensure that there are measures for 
interfacing with vessels at all MARSEC 
Levels. 

§ 105.245 Declaration of Security 
(DoS). 

(a) Each facility owner or operator 
must ensure procedures are established 
for requesting a DoS and for handling 
DoS requests from a vessel. 

(b) At MARSEC Level 1, a facility re-
ceiving a cruise ship or a manned ves-
sel carrying Certain Dangerous Cargo, 
in bulk, must comply with the fol-
lowing: 

(1) Prior to the arrival of a vessel to 
the facility, the Facility Security Offi-
cer (FSO) and Master, Vessel Security 
Officer (VSO), or their designated rep-
resentatives must coordinate security 
needs and procedures, and agree upon 
the contents of the DoS for the period 
of time the vessel is at the facility; and 

(2) Upon the arrival of the vessel at 
the facility, the FSO and Master, VSO, 
or their designated representative, 
must sign the written DoS. 

(c) Neither the facility nor the vessel 
may embark or disembark passengers, 
nor transfer cargo or vessel stores until 
the DoS has been signed and imple-
mented. 

(d) At MARSEC Levels 2 and 3, the 
FSOs, or their designated representa-
tives, of facilities interfacing with 
manned vessels subject to part 104, of 
this subchapter must sign and imple-
ment DoSs as required in (b)(1) and (2) 
of this section. 

(e) At MARSEC Levels 1 and 2, FSOs 
of facilities that frequently interface 
with the same vessel may implement a 
continuing DoS for multiple visits, pro-
vided that: 
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(1) The DoS is valid for a specific 
MARSEC Level; 

(2) The effective period at MARSEC 
Level 1 does not exceed 90 days; and 

(3) The effective period at MARSEC 
Level 2 does not exceed 30 days. 

(f) When the MARSEC Level in-
creases beyond that contained in the 
DoS, the continuing DoS is void and a 
new DoS must be executed in accord-
ance with this section. 

(g) A copy of all currently valid con-
tinuing DoSs must be kept with the 
Facility Security Plan. 

(h) The COTP may require, at any 
time, at any MARSEC Level, any facil-
ity subject to this part to implement a 
DoS with the VSO prior to any vessel- 
to-facility interface when he or she 
deems it necessary. 

[USCG–2003–14732, 68 FR 39322, July 1, 2003, as 
amended at 68 FR 60541, Oct. 22, 2003] 

§ 105.250 Security systems and equip-
ment maintenance. 

(a) Security systems and equipment 
must be in good working order and in-
spected, tested, calibrated, and main-
tained according to manufacturers’ 
recommendations. 

(b) Security systems must be regu-
larly tested in accordance with the 
manufacturers’ recommendations; 
noted deficiencies corrected promptly; 
and the results recorded as required in 
§ 105.225 of this subpart. 

(c) The FSP must include procedures 
for identifying and responding to secu-
rity system and equipment failures or 
malfunctions. 

§ 105.255 Security measures for access 
control. 

(a) General. The facility owner or op-
erator must ensure the implementation 
of security measures to: 

(1) Deter the unauthorized introduc-
tion of dangerous substances and de-
vices, including any device intended to 
damage or destroy persons, vessels, fa-
cilities, or ports; 

(2) Secure dangerous substances and 
devices that are authorized by the 
owner or operator to be on the facility; 
and 

(3) Control access to the facility. 
(b) The facility owner or operator 

must ensure that the following are 
specified: 

(1) The locations where restrictions 
or prohibitions that prevent unauthor-
ized access are applied for each 
MARSEC Level. Each location allow-
ing means of access to the facility 
must be addressed; 

(2) The identification of the type of 
restriction or prohibition to be applied 
and the means of enforcing them; 

(3) The means of identification re-
quired to allow access to the facility 
and for individuals and vehicles to re-
main on the facility without challenge; 
and 

(4) The identification of the locations 
where persons, personal effects and ve-
hicle screenings are to be conducted. 
The designated screening areas should 
be covered to provide for continuous 
operations regardless of the weather 
conditions. 

(c) The facility owner or operator 
must ensure that an identification sys-
tem is established for checking the 
identification of facility personnel or 
other persons seeking access to the fa-
cility that: 

(1) Allows identification of author-
ized and unauthorized persons at any 
MARSEC Level; 

(2) Is coordinated, when practicable, 
with identification systems of vessels 
or other transportation conveyances 
that use the facility; 

(3) Is updated regularly; 
(4) Uses disciplinary measures to dis-

courage abuse; 
(5) Allows temporary or continuing 

access for facility personnel and visi-
tors, including seafarers’ chaplains and 
union representatives, through the use 
of a badge or other system to verify 
their identity; and 

(6) Allows certain long-term, fre-
quent vendor representatives to be 
treated more as employees than as visi-
tors. 

(d) The facility owner or operator 
must establish in the approved Facility 
Security Plan (FSP) the frequency of 
application of any access controls, par-
ticularly if they are to be applied on a 
random or occasional basis. 

(e) MARSEC Level 1. The facility 
owner or operator must ensure the fol-
lowing security measures are imple-
mented at the facility: 

(1) Screen persons, baggage (includ-
ing carry-on items), personal effects, 
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